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Introducing the Wapack Labs  
Cyber Threat Analysis Center (CTAC 1.0) 

 

 

Information security professionals are swamped with 
data. CTAC helps you make sense of that data and 
produce real intelligence quickly and conveniently.  

The CTAC is an analytic environment that allows you to consolidate your feeds, 
create meaningful visualizations, analyze technical intelligence data, access five 
years of finished intelligence reports, and interact with technical and 
intelligence experts. It is a one-stop shop for cyber defenders and threat 
intelligence analysts to quickly identify and prioritize problems, drill down into 
minutia if required, and produce high-level assessments of threats to the 
enterprise. 

Run through our web application or APIs, CTAC’s all-in-one suite of tools will 
help you level-up your analytic capabilities faster than other approaches, and 
for a fraction of the cost of building, staffing, and maintaining your own 
system.  

BENEFITS 
 Monitor threats against your 

networks and your supply chain in a 
single console. 

 Compare malicious activity directed 
at you against what is happening with 
your peers, across your industry, or 
across all industries. 

 Compare what is happening to you 
today against five years of historical 
data. 

 Analyze malware and other technical 
intelligence without needing staff 
with advanced technical skills. 

 Create your own dashboards; every 
output can be as individualized as 
you need it to be.
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DOES CTAC MEASURE UP TO FORRESTER CRITERIA? 
At the end of 2015, Forrester offered advice on evaluating threat intelligence 
providers. Wapack Labs is one of the few intelligence companies that meets every 
criterion set by Forrester: 

Prioritization of Information  
Forrester recommends you - “Disregard vendors who try to distract you with the 
size of their threat intelligence. If a vendor’s collection capabilities don’t produce 
threat intelligence that is relevant to your organization and threat model, then it’s 
nothing more than window dressing.”  

Nearly all threat intelligence providers aggregate as much data as possible and 
then expect you to load every indicator into your security tools. That’s not 
intelligence, that’s a feed. CTAC enables you to deal with the most pressing threats 
immediately, and prioritize others accordingly.  

Sourcing 
Forrester recommends you - “Insist on transparency into sources and methods.  Be 
wary of providers that won’t provide any details on their collection capabilities.”   

From the second you connect to CTAC, you’ll have direct access to all of Wapack 
Labs proprietary and open source intelligence data –laid out for you to read, 
analyze, manipulate, write reporting or push to your SEIM. 

Ease of Use  
Forrester recommends you – “Focus on vendors with robust CTI integration 
capabilities. CTI isn’t actionable unless it’s integrated; tactical intelligence should be 
integrated into security controls, and operational and strategic intelligence should be 
integrated into your decision-making processes. Look for vendors who provide both 
portals and APIs.” 

CTAC is built on a core set of tools – Elastic Stack, CRITS, and Cuckoo. These tools 
are easy to use and have large user bases, which means your team probably 
already knows how to use it all. Elastic Stack offers an open, REST API for 
integration with as many other systems as needed. We can incorporate other tools 
as required. Very little training is required to get productive in CTAC, and in fact 
experienced analysts should have a nominal learning curve. 

REDUCE OPERATING 
EXPENSES AND LABOR 
COSTS 
CTAC follows the SaaS model, which 
lets you get up and running fast. We 
handle all the maintenance and 
support of the corresponding 
capabilities so you can focus on 
keeping your firm safe.  

CTAC enables you to automate 
routine tasks – lookups, malware 
analysis, source parsing, correlations 
and more; each requiring additional 
labor in most environments, CTAC is 
designed purposefully to reduce 
your need for expensive intelligence 
and analytic talent. 

 Requires no additional staffing; 
acts as a force-multiplier 
enabling your current staff to do 
more than they could before. 

 As-a-Service delivery eliminates 
the need for additional IT 
infrastructure and people to 
manage it. 

 Enable junior analysts to perform 
more tasks as well as more 
advanced tasks. 

 Free up senior analysts to focus 
on complex issues and putting 
intelligence data into context to 
support better security decision-
making. 


