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On August 26, 2015, Red Sky® Alliance completed its fourth year in business providing  

a secure private portal for the exchange of cyber threat intelligence and defense  

strategies. The concept was so simple four years ago; who knew how important this 

exchange of information could become? The portal has become a great “live” distribution channel 

for our team and our members to inform all participants of cyber threats that our analysts observe 

domestically and abroad. 

Over these past four years, we’ve seen other cyber information  

sharing organizations enter the market and disappear. In contrast, I have 

watched our membership expand, while at the same time, retaining nearly all 

of our founding members. We have seen non-members experience horrible 

attacks by cyber criminals and then suffer years of litigation by business 

partners, clients/customers, and government authorities. Who ever thought 

that a simple live exchange of information between trusted members could 

keep so many of these cyber threats at bay?

The news is full of stories about “The Internet of Things (read Every-

thing).” Connected devices are making our lives easier yet more  

susceptible to cyber criminals. More than 20% of households already use 

mobile devices or apps to remotely access or control devices within the 

home, according to the U.S. National Cyber Security Alliance. This  

percentage is set to grow exponentially around the world, with the number 

of Internet-connected devices expected to reach 50 billion by the year 2020, 

according to trend forecasts from Cisco and DHL.

These trending numbers show how important our efforts will be  

in combating cyber criminals and sharing Intelligence with our growing membership. One shared 

defensive strategy could keep cyber criminals from penetrating millions of households. We  

already know how one weak link can lead to the penetration of all consumer and business systems 

and their respective financial accounts.

I am pleased with the continued support of our membership. Our Red Sky Alliance/Wapack 

Labs team members who have researched and authored hundreds of reports have brought timely 

information about cyber criminals and state-sponsored cyber terrorists to an increasing audience. 

2016 will be another exciting year for our industry, and I want to thank all of our members and 

business partners for their participation in the continued success of the Red Sky Alliance.

PRESIDENT’S MESSAGE

Jim McKee
Founder & President
Red Sky® Alliance Corporation

Founder & CFO
Wapack Labs Corporation 1



MESSAGE FROM THE CEO

This was another great year in Red Sky® Alliance and Wapack Labs. 

Red Sky Alliance as planned, added several new members. The portal now 

has over 200 individual participants from over 30 global organizations. Of those 

accounts, roughly ten percent are issued to Wapack Labs analysts, leaving ~190  

accounts. Out of those, an average of 73 (38%) people participate weekly, and about half  

of those participate daily. Those are staggering numbers in any information-sharing 

environment. In nearly four years, only three Red Sky Alliance member organizations have 

left the Alliance. Of those who did leave, one member organiza-

tion was divested and then dissolved; another transferred and 

rejoined after the move; and the third, an intelligence manager, 

took another job in the company, and the intelligence team went 

with another service. 

Our customer satisfaction remains high. The intent of the 

Alliance was never to serve the needs of all, but rather to allow 

an opportunity for companies to crowd-source questions and 

share intelligence and analysis. The price has remained stable 

for the last two years –significantly lower than others, since our 

intent is to have users who are ecstatic about the value  

that they receive as members. We’re not into politics. We don’t 

drive national policy. We want standards but participate  

in those national-level discussions only tangentially. We author 

intelligence and provide it to the members. We stick  

to our core competency and charge a fair price - our members 

seem to love that. 

Wapack Labs has really grown into its own this year. Wapack Labs was spun out of 

Red Sky Alliance in 2013 as a place where our analysts could do other kinds of projects 

that didn’t fit nicely into the information-sharing construct –professional and tailored intel-

ligence collection and analysis. The Lab sells intelligence subscriptions in forms that allow 

the board and C-Suite to get fast, one-page sound bites, while at the same time, it provides 

corresponding reports that the technical team can use to protect the company.

2



MESSAGE FROM THE CEO

We added a few new pieces of analysis this year. Targeteer® reports profile the 

groups and their members behind today’s cyber attacks. From our perspective, there are 

dozens of things that can be done outside of the network, without breaking any laws,  

to turn off an attacker’s ability to execute. Targeteer® reports offer our members the  

information needed to take political, legal, or other actions as may be desired by their 

leadership team and counsel.

We started pushing early warning indicators in September. We love Kill Chain, but  

if you’re operating in Kill Chain, it may have been too late for you. We’ve spent a lot of time 

this year on what we call “Getting to the Left of Kill Chain” processes. Our pilots have been 

successful, and while there’s a bit of a learning curve, several of our companies have been 

receiving these reports. When the infrastructure to support automation is complete, any 

member company will have the opportunity to log into our new system and receive early 

warning indicators that they should act on before having their first coffee of the day. We 

expect to deliver this service in Q1 of 2016 under the name “Cyberwatch®.”

Our desire to push these reports and indicators to larger audiences has highlighted a 

bit of a problem –the ability to scale in distribution. Until this year, scaling the ability  

to perform human-driven analysis has always been the concern. We continue to drive  

analytic processes. We’re using hundreds of primary sources of information, and begin-

ning in January, you’ll see our next-generation application delivered. 

To allow us to scale, Cyberwatch® will be released as initial operational capability  

in January. The goal of Cyberwatch is twofold – First, to translate information security into 

a language that any board or C-Suite can understand and know at a glance the  

implications of growing cyber threats. Second, we’re hoping to solve the problem  

of a massive need for victim notifications. The number of victims seemed to skyrocket 

this year, and while we’ve done our best to push out notifications, the numbers can  

be overwhelming. As late as today, yet another company was victimized; this time for 13 

million accounts. How do 13 million people get notified that their computers might have 

been victimized? And if they knew, what could be done about it? We hope to solve  

a piece of this problem.
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It is customary in our annual reports to take the time to review the year over a month- 

by-month basis. As we often hear, the threats evolve so quickly, it is hard to keep  

up with them all, so it is always good to look back and reflect on the year that was.  

In doing so, may we gain a little insight as to what really matters most and what stories  

in 2015 will have new chapters added to them in 2016. 

It would be impossible to cover everything we analyzed, reported, and accomplished 

in 2015, but here’s a good review of some of our top stories of 2015.

J A N U A R Y
2015 started off with our analysts closing out 

remnants of 2014. In the first of a two-part  

report, Wapack Labs reported on an ongoing 

campaign targeting the high-tech and telecom-

munications industries. Based on a tip from  

a Red Sky® member, Wapack Labs 

analyzed two specimens associated 

with the LuckyBird malware. The first 

known as “Klogger” and the second, 

“Hextrojan.” Little did we know, mal-

ware like Klogger, with key-logging  

capabilities, would be the central 

theme of 2015!

F E B U A R Y
In February, the lab analysts discovered increasing activity associated with 

the Nitol botnet, a botnet that Microsoft attempted to take out in 2012.  

Although attribution for Nitol was once verified as Chinese in origin, it is still 

unknown for certain who was behind this latest round of malware. Besides 

being a backdoor into systems, Nitol also had the ability to carry out Distrib-

uted Denial of Service (DDoS) attacks, 

which leads into what perhaps was 

one of 2015’s biggest stories – Lizard 

Squad’s attacks on Linux-based home 

routers with its Lizard Stressor mal-

ware. DDoS attacks would be another 

theme of the year.
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In mid-March, Wapack Labs gave early warning 

to its Red Sky® members and partners about a 

change in persistent threat be-

havior and the targeting of or-

ganizations through East Asia. 

The so called “NFlog Backdoor” 

was discovered to have been 

modified from a previous ver-

sion after the cyber intelligence 

community reported on its ca-

pabilities in 2014.

A P R I L
April belonged to the threat group known as “Codoso Team” and Tro-

jan Bergard. Following the news of a watering hole attack against 

Forbes.com, Wapack Labs analysts took a very deep look into  

Codoso team’s infrastructure. This ultimately led to the discovery 

that, in part, some tactics used by Codoso team overlapped with 

North Korean attacker tactics. Although no conclusions were made, it 

was an interesting find.  

Later in the year, North 

Korea would eventually 

grab headlines with its  

attacks against Sony.

M A Y
2015 was the first year Wapack Labs had 

taken a closer look at malware targeting 

specific interests in Africa. The Aibuma 

worm, believed to the malware behind 

targeting of East African nations, is part 

of a broad economic espionage cam-

paign in that area of the world. Wapack 

Labs identified the African International 

Business and Management Conference 

hosted in Kenya in 2013, to be the most 

likely launching point for this campaign. 

J U N E
The reuse of older but effective attack techniques  

began appearing in June. Pony Loader and Pony 

Builder (bot configuration tool) are nothing new  

to Wapack Labs’ analysts. In June, we highlighted 

Pony, aka Fareit, in our reporting. In our report, we 

discovered a domain associated with infrastructure 

in a recent Point of Sale (POS) attack using Nitlove-

POS 2. More interesting were the similarities of this 

attack to one on which we reported in 2014, “The  

Chinaman Campaign.” 
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J U L Y
As Brazil took the world stage and hosted the 

2015 World Cup, so followed banking malware. 

Looking to cash in on festivities, Banload,  

a family of banking malware, emerged as a 

top tool by fraudsters in June and July. First 

emerging in 2005, Banload had 

already become a popular bank-

ing malware among thieves 

in Brazil, and by 2007 it was  

the most widely observed strain 

of banking malware. However, 

in 2015, the infection rate grew  

exponentially. Expect more  

to come with the Summer  

Olympics coming to Brazil in 2016. 

A U G U S T
In 2015, research institutions continued to 

be subject to attacks from Chinese threat 

actors. In August, Wapack Labs analyzed 

drive-by attacks against universities as 

well as telecommunications companies 

by threat actors using malware called 

HTTP Browser, aka MSU RAT. This tool has 

been documented extensively by Wapack 

Labs, and the attacks in August point to 

targeting of cryptographic services and 

electronic payment systems, both favorite 

targets of those behind the MSU RAT.

S E P T E M B E R
“What’s is old is new again.” In a resurgence  

Poison Ivy, perhaps the most prolific malware 

in history, began once again making its rounds. 

Seven new Poison Ivy samples were published 

in open sources. Afterward, Wapack analysts 

were able to identify an additional 300 sam-

ples. The reemergence of Poison Ivy was an 

unwelcome surprise in 2015 and if history 

proves, it could become a top story in 2016.
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N O V E M B E R
2015 could be remembered as the year where 

malware tools became available for even 

the less sophisticated threat actors. ISIS, Al  

Qaeda, and other lesser known terrorist groups 

are now playing on the cyber battlefield. The  

campaign, dubbed Operation Arid Viper, was  

believed to originate from Gaza, Palestine. 

Since February, the malware was closely 

watched by Wapack Labs analysts, but in No-

vember, we took a closer look. We observed and  

reported Arid Viper’s targeting the supply  

chains for multiple sectors including media, 

academia, government, 

defense, energy, and  

financial sectors. We 

also observed that  

targeting of the  

physical security sector 

may be intended to con-

duct reconnaissance 

for attacks by terrorist 

groups in the region.

D E C E M B E R
The last report of the year highlighted opportunistic attacks against banking 

interests at the global level. Variants of the Netwire and Remote Manipulator 

RAT were discovered on some 300 typo-squatted domains, malicious Internet 

addresses that are nearly identical to their legitimate counterparts. Through 

means of social-engineering, those behind Netwire are clearly targeting not 

the banks themselves, but those who may be making wire transfers or moving 

funds in an attempt to exploit the financial supply chain. Through analysis, we 

discovered infrastructure connected to Lagos, Nigeria, which brings us to the 

last topic to close out 2015.

Although there were many high profile stories in 2015, such 

as the DDoS-for-Ransom attacks of DDoS for Bitcoin 

(DD4BC), and the attacks on Sony allegedly by North 

Korea in protest of Sony’s parody on North Korea’s leader Kim 

Jung Un in “The Interview,” we would be remiss in not talking about 

Wapack Labs’ number one story of 2015, and that is “Daily Show.”

In early 2015, Wapack Analysts discovered caches of keylog 

files scattered across the globe. The files indicated a far-reaching 

and sophisticated fraud campaign mainly targeting the maritime 

sector and its supply chain partners. This massive trawl of data  

is still being analyzed as new data is collected on a daily basis.  

Our research proves that the world’s global supply chain is at  

a critical risk of fraud to the tune of millions of dollars, if not tens 

of millions. Oil, liquefied natural gas, commodities, and food stuffs 

are just footholds for fraudsters to bilk money from the shipping 

industry. It doesn’t stop there.

The Daily Show targeting shows customs, port authorities, 

and even the legal offices representing labor are part of this mas-

sive fraud campaign. Our analysis shows internal systems critical 

to efficient day-to-day operations such as Enterprise Resource 

Planning (ERP), Customer Relationship Management (CRM), and 

other platforms such as accounting software and export/import 

controls are favorite targets of those behind the attacks. As our 

work continues into 2016, our effort to identify more compromised 

infrastructure and notify our community of interest and the Red 

Sky® Alliance of impending attacks will also continue.
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TARGETING SNAPSHOT

The cyber domain was very active 

in the past year; the actors and 

malware were very adaptable  

and innovative, while still recycling old 

exploits and methods.

The primary targets fell into three 

categories: supply chain, point of sale 

systems, and the banking sector. 

The primary methods included 

malicious macros, key loggers, distributed 

denial of service (DDoS) for ransom, and 

other ransomware.

Supply chain exploitation and 

fraud was focused on the maritime 

transport, industrial manufac-

turing, and energy sectors. 

Wapack Labs analysts 

identified and collected 

a trove of key logger 

output files and 

screen shots from 

systems infected 

with the Kazy mal-

ware. Analysis of the 

captured files revealed 

the activity to be targeted 

in nature, specifically 

against entities related to 

the shipping industry. Included 

in the stolen data was sensitive 

information including credentials for 

corporate resources, screen shots of ship-

ping manifests, and financial transactions 

between importing and exporting parties.

Point of sale systems (PoS) contin-

ued to be heavily targeted, and often the 

malware which is stealing credentials is 

capable of a number of other tricks, such 

as DDoS and key logging. A number of 

PoS malware variants were detected in the 

final months of 2015, the attackers likely 

hoping to take advantage of the holiday 

shopping season.

The banking sector was faced with 

all of the traditional threats this year, such 

as spam emails and phishing, but it also 

faced sophisticated Trojans. Dridex operat-

ed as a downloader delivered by macros, 

while Dyre appeared to focus on com-

mercial banking and leveraged Dropbox 

to deliver its payload. Generally delivered 

via exploit kits, Critroni/CryptoLocker and 

CryptoWall 3.0 are ransomware programs 

that have targeted the banking sector. 

Other malware focused on financial insti-

tutions are downloaders such as Dalexis, 

Upatre, and Chanitor.

Malicious macros appear to be 

replacing file format exploits as the prime 

malware delivery mechanism. This is 

evidenced in the cyber indications and 

warnings (CI&W) trending on the Red Sky 

Alliance portal. Macro malware, defined 

as malicious code built into a software 

application and embedded into a data file, 

is a ubiquitous type of malware. In the 

beginning of 2015, macro-based malware 

made a resurgence and is now one of the 

more prevalent malware delivery 
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TARGETING SNAPSHOT

mechanisms in use today. Wapack Labs 

has since observed a number of variants 

and documented their respective function-

ality and campaigns. 

Key loggers figured into the biggest 

stories of the year in the Red Sky® Alliance, 

those showing the targeting of the oil 

and gas sectors and their overall sup-

ply chains. Taking advantage of a large 

infrastructure and typosquatted domains, 

or those domains which are a letter or 

two off of a legitimate domain, these 

programs insinuated themselves into 

targeted networks through spear phishing 

and social engineering, which are methods 

of sending emails which are tailored to 

the recipient and give the recipient greater 

reason to believe the emails are legitimate.

A recent high-profile DDoS for ran-

som attack was that against ProtonMail 

in Switzerland. A private, secure email 

provider, ProtonMail was one of sev-

eral such services targeted by a group 

demanding ransom in Bitcoin. ProtonMail 

paid the initial ransom, but the attack did 

not stop. A number of factors indicate 

that the second wave of the attack may 

have been perpetrated by a second group. 

DDoS for ransom attacks have also been 

sent against banks in Greece and a major 

bank in the UAE. When no ransom was 

paid in the UAE case, the hacker published 

account details of the banks’ customers 

online and requested ransom directly from 

the customers. 

Other ransomware variants were 

widespread this year, such as the previous-

ly-mentioned Cryptowall, Cryptolocker, and 

another called Cryptinfinite. These pro-

grams encrypt an infected user’s files and 

demand ransom in order to obtain the key 

to decrypt the files. While some decryp-

tion programs have been developed and 

posted publicly, these programs continue 

to adapt as well, causing consternation, if 

not massive file loss to infected users.
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TARGETS
 � Supply Chain

 —Maritime Transport
 — Industrial
 —Energy

 � Point of Sale 
Systems/Retail

 � Banking Sector

METHODS
 � Malicious Macros
 � Key Loggers
 � DDoS for Ransom
 � Other Ransomware
 � Remote Administration
Tools (RATS)

OBJECTIVES
 � Fraud
 � Extortion
 � Activism

ACTORS
 � NIGERIAN 419
 � ARMADA
COLLECTIVE/DD4BC

 � Wekby
 � Carbanak Group
 � B0ltai
 � Cyberberkut
 � Iranian Ajax Team

Trends in 2015

Quad chart summarizes targets, 
objectives, methods and actors 
for 2015.



MEMBER ENGAGEMENT

This year, the team focused  

intensely on member  

engagement, resulting in an 

incredible increase in participation across 

the board. Going by the numbers, in 2015, 

a total of 111 new portal seats were  

added. The Red Sky® portal had a 38  

percent participation rate in the  

portal, which may sound 

low, but is actually very 

high for an out-of-

band social platform, 

indicating members 

are utilizing their seats 

and are continuing to 

be proactive. Members 

and Wapack analysts 

created more than 1,304 

documents and started 

more than 3,000 discussions. 

This includes both data 

contributed  

by member teams, 

responses to mem-

ber questions, and 

finished reporting 

based on member 

requirements and 

ongoing collections.

We have engaged 

the membership 

with yearly on-site 

visits to orient 

staff and con-

tinue to re-visit 

collection require-

ments as security 

operations teams 

mature. Red Sky 

and Wapack Labs  

analysts have made on-site visits  

to members in California, Florida, Illinois, 

Maryland, New Jersey, New York, North 

Carolina, Ohio, Texas, Virginia, Iceland, 

and Sweden. This effort better identifies 

standing and new collection requirements 

that members are facing and helps deliver 

more specific reporting. This resulted in 

the addition of dozens of user accounts. 

Weekly and monthly threat calls include  

20 to 30 participants. 

Wapack Labs is privileged  

to continue to support the Financial  

Services-Information Sharing and Analysis  

Center’s (FS-ISAC) analysis and security 

operations in servicing the financial  

services community. 
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PRESI-
DENT’S 

MEMBER ENGAGEMENT

This includes managing a malware 

sandbox/repository for the security 

operations center (SOC) analysts, regular 

reporting on the most recent and significant 

threats to the financial services sector, two 

deep dives on geopolitical topics on India and Venezuela, and webinars for the member-

ship as well as on-demand briefings. Wapack Labs analysts have also trained FS-ISAC  

analysts via the Wapack Labs cyber academy in several cyber analysis and operation-

al skills including malware analysis (static and dynamic), operational security training, 

SNORT and Yara rule development, and infrastructure research. Analysts have also fielded 

member questions and provided on-demand support for urgent inquiries. Wapack Labs 

analysts presented at both the Spring and Fall FS-ISAC summits in Miami and San Diego 

with hundreds of attendees in the audience. FS-ISAC analysts have also participated  

in Red Sky Alliance Threat Days, portal discussions, and weekly member intelligence 

requirements calls.
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Red Sky® members enjoy  

quarterly Threat Days. Threat Days 

are very simple – bring together 

the community and discuss in a private 

setting the threats that we are dealing 

with every day. This year, we tried a little 

something different where we spent one 

day of discussions and knowledge sharing 

followed up with a day of profiling those 

who are behind the attacks. 

This was wildly successful, 

and the knowledge shared 

allowed for building a com-

prehensive understanding  

of some of the most pro-

lific threat groups behind 

some of today’s most 

sophisticated attacks.

We had three Threat 

Days this year: two on site 

and one online. The first 

Threat Day in April was 

held at a member location 

and was attended by many 

members. This workshop 

was two days 

long and re-

sulted in a 

new portal 

project with 

a dedicated 

analyst for 

this effort. 

We also held a digital Threat Day analyz-

ing the Daily Show activity from both the 

technical and actor perspective. Analysts 

also presented a geopolitical study on the 

country of India. The study is a compre-

hensive examination of many of the cyber 

risks that organizations face operating 

in India, and the ramifications of India’s 

development on the rest of the world. 

For the third quarter of 2015, we 

returned for the second year to a member 

location in New York City. Presentations 

largely focused on how to generate  

intelligence-driven operations within the 

corporate sector and a deeper examina-

tion of Russian cyber actors. We had  

a great discussion on DD4BC where  

deep analysis was shared by a Red Sky  

member. We also had a presentation  

on the Duke family of malware by  

another member that resulted in a deeper 

understanding. 

All members take turns hosting  

these events and opening their offices  

to all the members of the Alliance. We 

can’t stress enough how very grateful  

we are to have members dedicated to the 

betterment of the community. This show 

of support speaks volumes of the  

strength of the Alliance and a belief in the 

community of trust.

THREAT DAYS
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Jeffery Stutzman, Co-Founder  
and CEO of Red Sky® Alliance and 
Wapack Labs explains the advantages 
of CyberWatch at a quarterly Threat 
Day event.

THREAT DAYS
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THE CEO’S TRENDS & PREDICTIONS FOR 2016

By far, the biggest activity we saw 

this year was the global distribu-

tion of key loggers. As of today, 

we’ve seen over 12,000 unique infrastruc-

tures compromised in over 85 countries 

around the world. We’ve seen 

Nigerian actors compro-

mising systems in every 

corner of the world and 

selling the accounts  

in TOR-based forums. 

That activity, dubbed by 

us as “Daily Show” seems 

to focus on a few geographical 

locations, primarily targeting the maritime 

community (and those supporting the 

maritime community) in the South 

China Sea, maritime routes  

between Nigeria and the 

Black Sea, the Nordics, 

and the Suez Canal.

Angler has been 

easily number two. 

We’ve written several 

reports on Angler and 

have had readers  

and conference-go-

ers tell us that Angler 

delivers roughly 90%  

of all of the activity seen.

Russian actors have become a tool  

of the military. Wapack Labs wrote  

detailed accounts of Russia’s cyber  

actions in the conflict with Ukraine.  

The cyber underpinnings of the activity,  

in our opinion, track closely with the Ivanov 

Doctrine –a plan for using cyber and other 

information warfare tools in conjunction 

with physical activities.

Iran has moved into the top of the 

chart. Starting with the stockpiling of tools 

to connections with others, Iranian actors 

appear to be getting the kind of attention 

that China did in years past.

And last, but certainly not least, we 

watched this year as attacks turned from 

espionage and theft to integrity attacks. 

Documents were manipulated to allow the 

movement of goods, services and money. 

Cyber security is moving quickly into the 

fraud and physical security spaces.

Which brings me to my 2016 predic-

tions. I’ve authored predictions since 2013, 

and many more informally before that. I’m 

running pretty hot right now with nearly 

all coming true. Feel free to view previous 

predictions on our blog at henrybasset.

blogspot.com.
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THE CEO’S TRENDS & PREDICTIONS FOR 2016

So here goes…

1Key loggers aren’t anything new, 

but they’re taking hold in a largely 

automated way. I mentioned  

in a presentation (twice this year), when 

I followed a consultant who talked about 

cracking passwords, that passwords don’t 

mean a thing when there’s a key logger 

involved. It seems the number of pieces 

of malware with key loggers built in are in-

creasing dramatically. Not rocket science. 

Common sense.

2We witnessed what we believe  

are the early indications of  

a movement from confidentiali-

ty-motivated attacks (meaning, espionage) 

to integrity-motivated attacks. This year 

will be the year of data manipulation. This 

is a high-probability, high-damage risk pre-

diction. Companies everywhere will lose 

the ability to depend on their computing 

systems to deliver trusted results. This will 

include not only administrative functions 

but also engineering.

3Customs offices in several coun-

tries were witnessed by Wapack 

Labs as compromised. One Euro-

pean country’s office for vetting visas  

was included. This is a major risk  

to governments everywhere. My predic-

tion? We’ll see key government organiza-

tions in the US and elsewhere get compro-

mised in places that vet foreign visitors. 

The overarching theme? Fraud is inter-

secting with information security. Cyber 

is simply another tool and the visa offices 

are not exempt.

4Resilience has become the name 

of the game. Leading edge  

companies are learning to live  

with untrusted networks, and as 2016 

unfolds, we’ll see several key companies 

focusing their efforts on resilient networks. 

We don’t believe that Chief Information 

Security Officers will be replaced with  

Resilience officers, but taking the role  

to the next step means ensuring  

organizations can survive and operate 

successfully while under massive attack.

15



THE WAY AHEAD

As the Managing Director of 

Wapack Labs, I have the respon-

sibility of making sure the flow 

of threat intelligence and analysis moves 

fluidly from our analysts to our community 

of customers. In 2015, we spent  

a considerable amount of time gather-

ing the intelligence requirements of 

our membership. Wapack Labs has 

the unique challenge of having to 

pull together intelligence from many 

different sources, requiring analysis 

and distribution to many different 

customers across multiple business  

verticals. Now that we have pushed 

through this, 2016 will bring automation 

to push our intelligence to our  

customers as quickly and 

efficiently as possible.

Our CyberWatch initiative will con-

vey intelligence in a way that executives 

will be able to quickly understand, and in 

doing so, it will deliver a quantifiable early 

warning system of the threats requiring 

the most attention. This invaluable ability 

to see what is coming before hackers 

have the opportunity to act will be a real 

game-changing moment in cyber security, 

and the team is ready to deliver.

While automation will certainly bring 

some rapidity to distribution, it won’t 

replace the human touch and hands-on 

customer service that our members have 

become accustomed to. We are always at 

the ready to assist our customers, whether 

offering technical analysis or hunting on 

their behalf. It is this attention to detail 

and to our customers that we believe sets 

us apart from others in the ever-crowded 

cyber security space, and we are proud  

to set the bar so high.
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THE WAY AHEAD

17



CEO MESSAGE DECEMBER 2015

250 Commercial Street, Suite 2013, Manchester, NH 03101

www.cms.wapacklabs.com | www.redskyalliance.org

CYBERWATCH®

RED SKY® ALLIANCE

THREAT RECON®

CYBER THREAT INDEX®

DATASAFE®

CUSTOM INTELLIGENCE

TARGETEER® 

THREAT INTELLIGENCE UNIVERSITY

24X7 MONITORING & ENDPOINT DETECTION


